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999DETAILED ACTION 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351(a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 



Claims 1, 9, and 16-21 rejected under U.S.C. 102(e) as being anticipated 
by Yamamoto et al. (Pub. No.: US 2005/0228897). 

As per claim 1, Yamamoto discloses, 

A method (300) for providing conditional access to data (12/52) within a 
broadband communication system (10) , the broadband communication system 
(10) having a conditional access system (24) responsive to a plurality of subscriber 
devices (14, 20) (see figure 1, paragraph [0031]), the data (52) stored on a recording 
medium (50) when the recording medium (50) is detachably coupled to a first 
subscriber device (14) and encrypted using an encryption key (54) associated with 
the first subscriber device (paragraph [0033]), the method comprising: 
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based on a request on behalf of a second subscriber device (20) for access to the 
data (52), arranging (302) for the conditional access system (24) to authenticate the 
second subscriber device (20) (paragraph [0043]); and 

after authentication of the second subscriber device (20), arranging (304) for the 
conditional access system (24) to transfer the encryption key (54) to the second 
subscriber device (24) (paragraph [0035], lines 12-17), 

the encryption key (54) usable by the second subscriber device (20) 
to decrypt the data (52) when the recording medium (50) is detachably 
coupled to the second subscriber device (20), access to the decrypted data 
by the second subscriber device (20) restricted in a manner specified by 
the conditional access system (24) (paragraph [0035], lines 17-21). 

As per claim 9, Yamamoto discloses, 

The method according to claim 1, wherein the step of arranging for 
authentication of the second subscriber device (20) comprises arranging for the 
conditional access system (24) to receive a predetermined identifier from the 
second subscriber device (20) (paragraph [0043], lines 2-4, "The authenticating unit 
106 performs mutual machine authentication with the mobile phone 400, via the 
communicating unit," where mutual machine authentication is known to mean a method 
of providing validation of a user via a specific machine identifier). 



As per claim 16, Yamamoto discloses, 
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A computer-readable medium (30, 264) encoded with a computer program 
(34, 222) which, when loaded into a processor (32, 239), implements the method of 
claim 1. This claim is rejected on the same grounds as claim 1, as it performs the 
method of claim 1 . 

As per claim 17, Yamamoto discloses, 

The computer-readable medium (30) according to claim 16, wherein the 
processor (32) is associated with the conditional access system (24). In paragraph 
[0046], Yamamoto discusses the controlling unit, which could also be called a 
conditional access unit. The controlling unit inherently has a processor, as it performs 
such functions as reading an encryption key, and thus it could be expected to perform 
the method of claim 1 . 

As per claim 18, Yamamoto discloses, 

The computer-readable medium (264) according to claim 16, wherein the 
processor (239) is associated with the first subscriber device (14). In paragraph 
[0033], Yamamoto discloses that the home server apparatus, i.e. the first subscriber 
device, can decrypt and decode data, which implies that is has a processor, and thus it 
could be expected to perform the method of claim 1 . 

As per claim 19, Yamamoto discloses, 

The computer-readable medium according to claim 16, wherein the 
processor is associated with the second subscriber device (20). In paragraph [0035], 



Application/Control Number: 10/805,797 Page 5 

Art Unit: 2626 

Yamamoto discloses that the mobile phone, i.e. the second subscriber device, can 
decrypt and decode data, which implies that is has a processor, and thus it could be 
expected to perform the method of claim 1 . 

As per claim 20, Yamamoto discloses, 

An apparatus for providing conditional access to data (12/52) within a 
broadband communication system (10), the broadband communication system (10) 
having a conditional access system (24) responsive to a plurality of subscriber 
devices (14, 20) (see figure 1, paragraph [0031]), the data (52) stored on a recording 
medium (50) when the recording medium (50) is detachably coupled to a first 
subscriber device (14), and encrypted using an encryption key (54) associated with 
the first subscriber device (14) (paragraph [0033]), the apparatus comprising: 
a computer-readable storage medium (30, 264); and a processor (32, 239) 
responsive to the computer-readable storage medium (30, 264) and to a computer 
program (34, 222), the computer program (34, 222), when loaded into the processor 
(32, 239), operative to: based on a request on behalf of a second subscriber device 
(20) for access to the data (52), arrange for the conditional access system (24) to 
authenticate the second subscriber device (20) (paragraph [0043]); and arrange for 
the conditional access system (24) to transfer the encryption key (54) to the second 
subscriber device (20) after authentication of the second subscriber device (20) 
(paragraph [0035], lines 12-17), the encryption key (54) usable by the second 
subscriber device (20) to decrypt the data when the recording medium (50) is 
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detachably coupled to the second subscriber device (20) (paragraph [0035], lines 17- 
21). 

As per claim 21, Yamamoto discloses, 

A system for providing conditional access to data (12/52) within a broadband 
communication network (10), the data (52) stored on a recording medium (50) 
detachably couplable to a plurality of subscriber devices (14, 20) (see figure 1, 
paragraph [0031]), and encrypted using an encryption key (54) associated with a 
first subscriber device (14) (paragraph [0033]), the system comprising: 
a network communications interface (42, 259) for forwarding a request for access 
to the data by a second subscriber device (20) (paragraph [0035], lines 1-4, figure 1); 
and an information processing system (44, 253) in communication with the network 
communications interface (42, 259), for receiving and processing the request 
forwarded by the network communications interface (42, 259), and, based on the 
request, performing a method comprising: 

arranging for authentication of the second subscriber device (20) by a conditional 
access system (24) within the broadband communication network (10) (paragraph 
[0043], lines 1-6); and after authentication of the second subscriber device (20), 
arranging for the conditional access system (24) to transfer the encryption key (54) 
to the second subscriber device (20), the encryption key (54) usable by the second 
subscriber device (20) to decrypt the data when the recording medium (50) is 
detachably coupled to the second subscriber device (20) (paragraph [0046]). 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 2-4, 22-23 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yamamoto et al. (Pub. No.: US 2005/0228897) in view of Robertson et al. (Pub. No.: 
US 2004/0068747). 

Regarding claim 2; The method according to claim 1, wherein the broadband 
communication system comprises (10) a cable television system. Yamamoto et al. do 
not disclose using their invention in a cable television system. However, Robertson et al. 
disclose the transfer of data between a main set-top terminal (STT) and remote devices 
in a cable television environment (paragraph [0020]). Therefore, it would have been 
obvious to a person of ordinary skill in the art at the time of the invention to provide 
conditional access to the information being passed between the STT and the remote 
devices. Keeping unauthorized users from accessing data would have been a highly 
desirable feature in the area of multiple-user home networks, as Yamamoto shows it to 
be in the field of his content distribution system. 
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Regarding claim 3; The method according to claim 2, wherein the cable television 
system is an interactive two-way system. This claim is rejected under the same reasons 
as claim 2. The only difference between this claim and claim 2 is the addition of the 
phrase "interactive two-way system." However, Fig. 1 of Robertson et al. clearly shows 
that the cable television system being discussed can be a two-way system, as indicated 
by the bi-directional arrows between the headend and the communications network, as 
well as between the communications network and the local network 

Regarding claim 4; The method according to claim 2, wherein the cable television 
system is a one-way system. This claim is rejected under the same reasons as claim 3. 
A one-way system is also implied in the drawing of Fig. 1, as a two-way cable television 
system is inherently capable of performing the functions of a one-way system. 

Regarding claim 22; The system according to claim 21, wherein the system 
comprises a headend (22) of a cable television system. Yamamoto discloses the 
claims of claim 21, but does not disclose that the system comprises a headend of a cable 
television system. Robertson, however, discloses in paragraph [0022] that "The 
headend 110 may include one or more server devices for providing video, audio, 
and/or data signals to the STT [set-top terminal] 105 via the CN [control network] 
130. The headend 110 and the STT 105 cooperate to provide a user with a variety 
of services." Therefore, it would have been obvious to a person of ordinary skill in the 
art at the time of the invention to have the system of claim 21 comprising a headend. 
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When using this application in a cable television environment, as was shown in the 
rejection of claim 2, it would be highly desirable to take advantage of the benefit of 
using the cable headend to perform some of the tasks of the system of claim 21, as it 
would reduce the complexity, and thereby the cost, of the individual subscriber devices. 

Regarding claim 23; The system according to claim 21, wherein the system 
comprises the second subscriber device (20), and wherein the second subscriber 
device comprises a cable set-top box. Yamamoto discloses the claims of claim 21, but 
does not disclose that the system comprises a cable set-top box. Robertson, however, 
discloses the user of a cable set-top box as part of "a receiver network (i.e., a 
networked multimedia system)." 

Claims 5-7 and 10-14 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yamamoto et al. (Pub. No.: US 2005/0228897) in view of Reisman (Pub. No.: US 
2004/0031058). 

Regarding claim 5; The method according to claim 2, wherein the first (14) and 
second (20) subscriber devices comprise set-top boxes. Yamamoto does not disclose 
having two set-top boxes as the subscriber devices. However, Reisman does, stating that 
"In cases of multiple STBs in a household, such as in multiple rooms, or of 
advanced STBs that support multiple TV sets, including STBs with gateway 
functions, such relay associations could be specific to any selected TV set, and 
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similarly, multiple such relay processes could be concurrently supported with any 
of multiple PCs, perhaps used for multiple TVs and/or for multiple viewers of a 
single TV (paragraph [0302], lines 9-16)." Therefore, it would have been obvious to one 
of ordinary skill in the art at the time of the invention to use the secure data transfer 
method of Yamamoto in the case of Reisman, so as to prevent unauthorized users from 
viewing the data. 

Regarding claim 6; The method according to claim 5, wherein the recording 
medium (50) is detachably couplable to the first (14) and second (20) subscriber 
devices via a serial bus implementation, at least in part in compliance with the 
Institute of Electrical and Electronics Engineers 1394 standard. The combination of 
Yamamoto and Reisman fails to teach this claim, but the examiner takes Official Notice 
that the use of a 1394 interface, such as Apple Inc's Fire Wire, is notoriously well known 
in the art, as it is a serial bus interface standard. Therefore, it would have been obvious 
to one of ordinary skill in the art at the time of the invention to use this serial bus 
implementation to detachably couple the devices. 

Regarding claim 7; The method according to claim 6, wherein the recording 
medium (50) comprises an external personal video recorder. Yamamoto does not 
disclose the use of an external personal video recorder. However, Reisman does, stating 
that " "Local servers" include analogous services that may be local to the user, 
including media servers, gateways, controllers, PCs, hubs, storage servers, storage 
area networks, DVRs (also referred to a PVRs) (paragraph [0048], lines 25-28)." 
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Therefore, it would have been obvious to one skilled in the art at the time of the 
invention to use a PVR as a recording medium, as they are a well known device for this 
application. Use of a PVR would have been a highly desirable feature, as it is a 
convenient way to store data after it has been transferred to the user's location. 

Regarding claim 10; The method according to claim 1, wherein the data (52) is 
protected by intellectual property rights of a third party. Yamamoto discloses the 
method of claim 1, but does not explicitly disclose that the data would be protected by 
intellectual property rights of a third party. However, Reisman discloses that the data 
could be protected by the intellectual property rights of a third party in paragraph 
[0529], lines 7-10, saying "that the use of a resource as the starting resource for a 
third party link involved a kind of intellectual property right belonging the rights 
holder for that resource." Yamamoto discloses that there can be intellectual property 
right involved, in paragraph [0238], where he states "all the contents are encrypted 
before being transmitted, in view of protection of the copyright." So, it would be 
desirable for this to include the case where the copyright was held by a third party, 
(which is implied by Yamamoto, but explicitly stated by Reisman) so as to account for 
more diverse and inclusive data, which would give the viewer more options. 

Regarding claim 11; The method according to claim 10, further comprising: 
specifying an access condition associated with the data, the access condition based 
on the predetermined intellectual property rights. The method of claim 10 is taught 
by the combination of Yamamoto and Reisman, and further, in Reisman, paragraph 
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[0529], it states, "In such case, the use of this method to provide digital rights 
management in the form of conditional control of entitlements to display or 
activate third party links to such content could be beneficial in allowing rights 
holders and others to ensure that uses of such resources in conjunction with 
third party links were only permitted in accord with suitable business 
terms, such as payment of fees." By "suitable business terms," Reisman is 
referring to an access condition associated with the data, the access condition 
based on the predetermined intellectual property rights. It would have been 
obvious to one skilled in the art at the time of the invention to specify an access 
condition that was associated with the data in the method of claim 10. 
Specifying an access condition based on the predetermined intellectual 
property rights would have been a highly desirable feature in the art, as it would 
be necessary to ensure that no part of the intellectual property rights were being 
violated. 

Regarding claim 12; The method according to claim 11, wherein the access condition 
is specified by the conditional access controller (24). The method of claim 1 1 is taught 
by the combination of Yamamoto and Reisman, and further, in paragraph [0046], 
Yamamoto discusses the controlling unit, which could also be called a conditional 
access controller. The controlling unit inherently has a processor, as it performs such 
functions as reading an encryption key, and thus it could be expected to specify the 
access condition if so programmed. 
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Regarding claim 13; The method according to claim 12, wherein the step of 
arranging for authentication of the second subscriber device (20) comprises 
evaluating the access condition. The method of claim 12 is taught by the combination 
of Yamamoto and Reisman, and further, in Reisman, paragraph [0529], it states, "In 
such case, the use of this method to provide digital rights management in the form 
of conditional control of entitlements to display or activate third party links to such 
content could be beneficial in allowing rights holders and others to ensure that uses 
of such resources in conjunction with third party links were only permitted 
in accord with suitable business terms, such as payment of fees." By 
"suitable business terms," Reisman is referring to an access condition 
associated with the data, the access condition based on the predetermined 
intellectual property rights. It would have been obvious to one skilled in the art at 
the time of the invention to evaluate an access condition that was associated 
with the data in the method of claim 10. Evaluating an access condition based 
on the predetermined intellectual property rights would have been a highly 
desirable feature in the art, as it would be necessary to ensure that no part of 
the intellectual property rights were being violated. 

Regarding claim 14; The method according to claim 13, wherein the use of the data 
(52) by the second subscriber device (20) is restricted in a manner specified by the 
access condition. The method of claim 13 is taught by the combination of Yamamoto 
and Reisman, and further, in Reisman, paragraph [0529], it states, "In such case, the 
use of this method to provide digital rights management in the form of conditional 
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control of entitlements to display or activate third party links to such content could 
be beneficial in allowing rights holders and others to ensure that uses of such 
resources in conjunction with third party links were only permitted in 
accord with suitable business terms, such as payment of fees." By 

"suitable business terms," Reisman is referring to an access condition 
associated with the data, the access condition based on the predetermined 
intellectual property rights. It would have been obvious to one skilled in the art at 
the time of the invention to restrict the use of the data in a manner specified by 
the access condition. Restricting the use of the data in a manner specified by 
the access condition would have been a highly desirable feature in the art, as it 
would be necessary to ensure that no part of the intellectual property rights were 
being violated. 



Claim 8 rejected under 35 U.S. C. 103(a) as being unpatentable over Yamamoto et al. 
(Pub. No.: US 2005/0228897) in view of Clancy (Pub. No.: US 2004/0107443). 

Regarding claim 8; The method according to claim 1, further comprising: prior to 
arranging for transfer of the encryption key (54) to the second subscriber device 
(20), arranging for payment of a fee by the second subscriber device (20). 

Yamamoto discloses the method of claim 1, however, Yamamoto does not disclose 
arranging for the payment of a fee by the second subscriber device. Clancy discloses "a 
method for ordering a PPV (pay-per-view) program by proxy. The method 
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includes sending a program request from a first set top box (STB) to a head end 
unit requesting a program on behalf of a second STB receiving the program 
request in the head end unit where the head end determines whether the first STB 
is authorized to make the program request for the second STB, and if the first STB 
is authorized to make the program request for the second STB enabling the second 
STB to play the requested program (paragraph [0010])." Therefore, it would have 
been obvious to one of ordinary skill in the art at the time of the invention to arrange for 
a payment by the second subscriber device prior to arranging for the transfer of the 
encryption key. This feature would have been highly desirable in the system of claim 1, 
as it would allow for the service provider to make sure that fees for certain content were 
received before the content was allowed to be viewed. 

Claim 15 rejected under 35 U.S.C. 103(a) as being unpatentable over Yamamoto et al. 
(Pub. No.: US 2005/0228897) in view of Rodgers et al. (Pub. No.: US 2005/0071639). 

Regarding claim 15; The method according to claim 1, wherein the encryption key 
(54) is created by one of the conditional access controller (24) and the first 
subscriber device (14). Yamamoto discloses the method of claim 1, however, he does 
not disclose wherein the encryption key is created by one of the conditional access 
controller and the first subscriber device. Rodgers et al. disclose that the first subscriber 
device can create the encryption key in paragraph [001 1], lines 1-8, "In one 
embodiment, the method of verifying the authenticity of a set-top-box chip involves 
receiving a verification sequence from a head-end verification device, generating an 
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encryption key, decrypting the verification sequence using the encryption key to 
generate a first hashed data sequence, generating a second hashed data sequence, 
and determining if the first hashed data sequence is equal to the second hashed 
data sequence." Also, in Fig. 1, Rodgers et al. show "Key Generation Circuitry" in the 
"Set- Top-Box Chip." Therefore, it would have been obvious to one of ordinary skill in 
the art at the time of the invention to have the encryption key created by one of the 
conditional access controller and the first subscription device, as this would be a highly 
desirable feature due to the fact that it allows for a secure method for the generation of 
the encryption key. 



Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to JOSHUA TAYLOR whose telephone number 
is (571 )270-3755. The examiner can normally be reached on 8am-5pm, M-F, 
EST. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Vu Le can be reached on (571) 272-7332. The fax phone 
number for the organization where this application or proceeding is assigned is 
571-273-8300. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 
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/ABUL K. AZAD/ 
Primary Examiner, Art Unit 2626 



